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Five things to consider 
when addressing plant 
cyber risk
Cybercrime is a growing hazard for manufacturers today. 

Ransomware attacks by malicious actors that disable company 

networks cause billions of dollars in losses worldwide – sums that 

are escalating every year. How can food and beverage producers 

protect their systems and production? Here are five useful tips.
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1. Adopt a cybersecurity mindset  
Cybersecurity requires people, processes and 
technology to come together to protect networks 
and organisations from digital attacks. In today’s 
world, the impacts of a cyberattack on brand 
reputation, customer confidence and operational 
effectiveness make this not an option but a 
necessity.

The first key step is to entrench a cyber-aware 
mindset throughout your organisation. This means 
educating employees about the nature of 
cyberattacks and creating an internal organization 
capable of protecting critical assets, detecting 
intrusions and responding to incidents. 

In short, a cybersecurity mindset means 
prioritising and then building a resilient culture 
that is alert and responsive to potential  
and actual threats. 

2. Work with an expert partner
Internal awareness and readiness are vital but are 
unlikely to be sufficient alone to protect your 
information technology (IT) and operating 
technology (OT) networks. Such is the increasing 
sophistication of malicious actors in detecting and 
exploiting vulnerabilities that a go-it-alone 
strategy comes with a significant – and increasing 
– level of risk.

Minimising cyber risk by entering a strategic 
partnership will in most cases protect your plant 
and brand better than you can independently. 
That means less worry, better sleep – and more 
time to concentrate on your core business.

Entrusting IT and OT management to a 
professional external service provider also removes 
the internal headache of recruiting sufficiently 
skilled and qualified staff, especially OT specialists. 
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3. Conduct a maturity assessment 
A successful cyberattack can paralyse a business 
for days or weeks. A single hour of production 
downtime at a small food and beverage plant 
costs an estimated €23,000.* For larger factories, 
the figure may be much higher. 

The first step to minimise this risk is to undertake 
an initial risk assessment to identify strengths and 
weaknesses. What are the most relevant threats  
to your business? What are your software and 
network vulnerabilities? Is your data room  
up to scratch?

A maturity assessment should measure your 
plant’s current and future IT/OT maturity levels 
based on market best practice models and 
industry 4.0 capabilities. 

* Data supplied by a leading European soft drinks manufacturer
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4. Implement a secure infrastructure
Based on the maturity assessment and your risk 
profile, the service provider will perform a gap 
analysis of your infrastructure and capabilities. 
This will ordinarily include recommendations and 
a roadmap for next-step planning. 

The goal is to ensure you have the correct IT/OT 
infrastructure in place to ensure stability, 
resilience, and flexibility in the factory 
environment. To get there, you may need to 
modify your site data room or install a new one. 

A data room is the critical digital nerve centre 
housing all your production-critical applications 
and data. It is typically a preconfigured box 
containing software, including firewall protection, 
security patches and licenses, as well as vital 
hardware such as servers, routers, switches, 
firewalls, and data storage.
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5. Establish effective governance 
Robust cybersecurity requires more than 
advanced technology. It also demands governance 
mechanisms that clearly define who is responsible 
for what actions during an incident. 

The distributed nature of cyber risks means 
mitigation efforts must connect across your 
organisation. Effective governance involves every 
employee – from senior management to IT and OT 
staff – understanding your cybersecurity 
infrastructure and readiness.

To ensure effectual incident response, any 
governance structure should also include third 
parties such as your strategic partner, other 
partners and incident response services.  

It is also important to embed policies, standards 
and processes clearly in the organisation so that 
the focus does not change as employees come 
and go.

Lastly, embrace a continuous improvement 
culture. Security standards, reporting mechanisms 
and metrics are constantly evolving. Your 
governance model needs to do likewise to 
maintain high-level cyber resilience and 
preparedness. 

At Tetra Pak we have a solution to meet your 
cybersecurity needs and provide the assurance 
you need. 

Visit tetrapak.com for more details.
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Tetra Pak, Protects What’s Good are trademarks belonging  
to the Tetra Pak Group. www.tetrapak.com
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